
国际农产品贸易公司在华部署
跨国 SD-WAN 的成功经验

成功案例

一家全球领先的农产品贸易公司试图在中国拓展其跨国 SD-WAN 和互联网网络
时，面临中国复杂监管环境的挑战。该农产品贸易公司曾与多个互联网服务提供
商合作，在不同地区部署了多个 SD-WAN，导致其全球基础设施可见性低落。
为此，该公司利用新加坡电信深厚的本地知识及其 SD-WAN 和全球互联网服务
以简化基础设施部署和管理难题。



案例摘要

客户名称
保密（国际农产品贸易公司）

行业
农业

商业挑战
• 如何应对严格监管的环境
• 同时满足复杂的连接要求与传统系统的集成
• 整合不同供应商的多个 SD-WAN
• 确保边缘云和公有云之间的安全合规
• 提升其全球基础设施的可见性

新加坡电信解决方案
• 托管式 SD-WAN（SD-WAN 安全管理、SD-WAN 网关和共同托管 SD-WAN）
• 托管 CPE（防火墙、LAN、SD-WAN）
• 全球互联网
• ConnectPlus IP VPN 

成果 
• 在严格监管的市场中成功实施云迁移
• 通过集成的云连接和安全解决方案简化 SD-WAN 的部署和管理
• 提高了互联网和公有云之间的网络可见性



关于此客户

此客户是一家全球领先的农产品加工与贸易进出口公司，其商业活动影响着巨大的市场价值，主要生产链包
括咖啡、棉花、谷物和油籽、果汁、大米和糖。其成立于 1851 年，还涉足国际航运和金融业务，并活跃于 
100 多个国家，在全球拥有约 17,000 名员工。

现实挑战

1) 如何应对严格监管的环境
此客户在拓展其跨国 SD-WAN 和互联网网络时，面临中国复杂监管环境的难题。由于中国站点的加入，使
得将工作负载迁移到公有云的任务更具挑战性，这导致其公司要同时面对网络问题和应用性能的挑战，还要
确保边缘云和公有云之间的安全合规。

2) 复杂的连接要求与传统系统的集成
由于站点遍布亚洲、欧洲、美国和拉丁美洲，此客户在试图复制其 SD-WAN 部署并确保其全球网络的策略
配置一致性方面遇到了问题。他们必须创建多个 SD-WAN 接口配置文件，以支持全球主机和云应用的全网
状区域流量，还必须确保其网络支持不同的场景，包括分支机构、制造厂和商户的数据中心。更为复杂的
是，部署工作将与其 LAN 设施升级同时进行，需要考虑到传统系统的集成。

3) 整合不同供应商的多个 SD-WAN
从全球角度来看，此客户必须应对在不同地区使用不同互联网服务提供商（ISP）网络和多个 SD-WAN 连接
其办公室的复杂性。然而此客户很难在一开始就选择最合适的提供商，因为互联网流量在跨提供商的对等路
由之间缺乏可见性。

4) 提升其全球基础设施的可见性
由于此客户对其全球基础设施的可见性受到限制，以致想要管理多个 ISP 的不同网络变成了艰巨的挑战。涉
及不同提供商的多个服务水平协议，反而阻碍了其对 SD-WAN 网络性能的有效监控。

成功案例：
国际农产品贸易公司的经验

About the Singtel customer

The Singtel customer is a leading merchant and processor of agricultural goods whose activities span the 
entire value chain for key business lines including coffee, cotton, grains and oilseeds, juice, rice and sugar. 
The company, which was founded in 1851, is also involved in international shipping and finance. It is active 
in over 100 countries and employs about 17,000 people worldwide.

Challenges

1) Dealing with complicated regulatory environments
While rolling out its global SD-WAN and Internet network, the merchant faced difficulties navigating the 
regulatory environment in China. Having sites in the country made it more challenging when migrating 
workloads to the public cloud. The company encountered network issues and application performance 
challenges, and needed to ensure security compliance between the edge and public cloud. 

2) Complex connectivity requirements including integration with legacy systems
With sites spanning Asia, Europe, the United States and Latin America, the merchant faced problems 
trying to replicate its SD-WAN deployment and ensure consistent policy configurations throughout its 
global network.  Multiple SD-WAN interface profiles had to be created to support fully-meshed regional 
traffic for global host and cloud applications. The network also had to support different environments 
including branch offices, manufacturing plants and the merchant’s data centre hub. To further complicate 
matters, the deployment was taking place at the same time as the company’s LAN infrastructure upgrade 
and had to take into account integration with legacy systems. 

3) Handing multiple SD-WAN deployments across different providers
From a global perspective, the merchant had to deal with the complexity of using different Internet service 
provider (ISP) networks and multiple SD-WANs across different regions to connect its offices. Lack of 
visibility into how Internet traffic was being routed across different ISPs’ peering points made it difficult for 
the company to select the right ISP from the start.

4) Limited visibility into global infrastructure
Having disparate networks from multiple ISPs also presented a challenge in infrastructure management 
because the merchant had limited visibility into its global infrastructure. It had to deal with multiple service 
level agreements (SLAs) involving different parties, which hindered effective monitoring of network 
performance across its SD-WAN. 
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Solution

To address these challenges, the company leveraged Singtel’s deep local knowledge and experience for a 
single point of contact to design, deploy and support its SD-WAN with a unified SLA, and to achieve better 
visibility into real-time network performance in complicated regulatory environments. 

The underlay network is designed to address the merchant’s network performance requirements. With 
Singtel’s Global Internet service, enhanced Internet performance is delivered via the Singtel backbone 
through partnerships with regional ISPs. Using an Internet visibility tool, the merchant is also able to access 
real-time data on Internet performance and traffic paths between sites and key cloud providers.

For the overlay, a single SD-WAN solution is implemented with consistent policy configurations across the 
merchant’s global network. Templated configurations and policies are applied to achieve consistency in 
network design while allowing the network to be tailored to the specific needs of each region. Standardised 
processes ensure that the network is deployed only after pilot site testing, with a consistent review process 
to ensure that the design is fit-for-purpose from the start to the go-live state. 

To enhance in-country connectivity and reduce latency, SD-WAN gateways are deployed in key cities in 
China to provide optimal network performance from the merchant’s offices to the cloud. The gateways are 
also integrated with Zscaler secure access service edge (SASE), a cloud-based service to secure Internet 
breakout with full security controls, ensuring compliance with IT and security policies.

The Singtel solution also includes co-managed customer premises equipment which gives the merchant 
access to self-service capabilities for improved visibility across the network. This simplifies infrastructure 
management and allows for performance optimisation. Singtel also provides pro-active monitoring services 
and ensures that the merchant receives up-to-date information on any network performance changes

解决方案

为应对这些挑战，此客户利用新加坡电信深厚的本地知识和经验，通过统一的 SLA  来设计、部署并支持其 
SD-WAN，以在复杂的监管环境中得到更好的网络效能可见性。

底层网络的设计旨在满足该商户的网络性能要求。借助新加坡电信的全球互联网服务，强化的互联网性能
通过新加坡电信与区域 ISP 合作伙伴的骨干网被交付到客户手中。利用网络可视化工具，该客户还能获得
网络效能与流量的实时数据，以了解各站点与云服务商之间的连接情况。

覆盖层的设计，通过一个整体的 SD-WAN 解决方案对客户的全球基础设施实施了一致的部署策略。模块化
配置和策略被应用于实现网络设计的一致性，同时允许根据每个区域的特殊需求定制网络。标准化流程确
保网络部署是通过实际站点测试，并且还会通过一致的审查流程以确保设计从开始到上线都满足要求。

为加强国内连接并减少延迟，SD-WAN 网关部署在中国的主要城市，以提供客户上云的最佳网络性能。这
些网关还与 Zscaler 安全访问服务边缘（SASE）集成。SASE 是一项基于云的服务，通过全面的安全控制
确保 Internet breakout，并确保符合 IT 和安全政策。

新加坡电信的解决方案还包括协作管理的客户端设备，使商户能够访问自助服务功能，从而提高整个网络
的可见性。如此一来不仅简化了基础设施管理，更进一步实现性能优化。最终，新加坡电信更提供主动监
测服务，确保商户收到关于所有网络性能变化的最新信息。
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Outcomes

Consistent and scalable deployments with standardised and repeatable templates 
The use of standardised and repeatable site types coupled with region-specific templates makes it easy to 
scale the network, allowing for network growth and changes.
 
Smooth migration of cloud workloads in highly-regulated markets
Singtel’s deep local knowledge of network policies and configurations in China enables it to deliver 
consistent network performance via its SD-WAN gateways in the key business cities of Beijing, Shanghai, 
and Guangzhou. This paves the way for smooth migration of workloads to the public cloud and optimises 
traffic delivery to the SASE.

The integration of cloud connectivity and security solutions with the SD-WAN under a single lead operator, 
eliminates the need to deal with multiple local ISPs, or with multiple SD-WAN brands and vendors for 
network deployment and management.

Improved global network visibility across the Internet and public cloud 
Network tools provide real-time traffic path visibility and insights into global network performance between 
ISPs and public cloud, enabling the merchant to make sound decisions in ISP selection. 

A unified SLA and real-time visibility into network performance enable the company to improve traffic flows 
and optimise network and application performance across its global offices. Centralised support and a 
unified process for contracts and billing simplify network deployment.
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成果

通过标准化和可重复模块进行一致且可扩展的部署
使用标准化和可重复的站点类型，结合特定区域的网络模快，可轻松扩展网络，实现网络增长和
变更。

在严格监管的环境顺利完成云迁移
新加坡电信对中国网络政策和配置具有深入了解，因此能够通过在北京、上海和广州等主要商业城
市的 SD-WAN 网关提供一致的网络性能。这为工作负载顺利迁移到公有云铺平道路，并优化了 
SASE 的流量交付。

简化 SD-WAN、云连接和安全解决方案的部署和管理
将云连接、网络安全与 SD-WAN 集成在单一的主导运营商之下，无需与多个 ISP 或 SD-WAN 供应
商对接。将云连接、网络安全与 SD-WAN 集成在单一的主导运营商之下，无需与多个 ISP 或 
SD-WAN 供应商对接。

提升互联网和公有云的网络可视性
网络工具提供了实时流量的可见性，以及 ISP 和公有云之间的网络性能洞察，使客户在选择 ISP 时
能够做出更理想的决策。

提供全球范围内一致的用户体验和优化的网络性能
统一的 SLA 和网络的实时可见性使该公司能够改善流量并优化其全球办事处的网络和应用性能。集
中的服务支持，简化的合同与账单流程大幅减轻网络部署的复杂度。
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新加坡电信 (Singtel) 是亚洲领先的通信技术集团，经营新一代通信连接，数字基础设施和数字业务，包括区域
数据中心分支 Nxera 和区域IT服务分支 NCS。本集团在亚洲，澳大利亚和非洲均设有业务，在 21 个国家拥有超过 
7.8 亿移动客户。

面向消费者，新加坡电信提供一套完整的集成服务，包括移动、宽带和电视。针对企业用户，新加坡电信提供
一系列完整的解决方案，包括员工移动性解决方案、数据托管、云、网络基础设施、分析和网络安全能力。

新加坡电信致力于持续创新，利用技术创造全新的、令人兴奋的客户体验，支持客户企业数字化转型，并塑造
一个更可持续发展和数字化的未来。

了解更多信息，请访问 www.singtel.com/cn/business

关于新加坡电信
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全球通信社群大奖 
(Carrier Community Global Awards) 2022
最佳云创新运营商

亚洲电信大奖 (Asian Telecom Awards) 2022 
年度安全方案 (新加坡)
年度云方案 (新加坡)
年度技术创新 (新加坡) – 5G SA

弗若斯特沙利文最佳实践奖 
(Frost & Sullivan Best Practice Awards) 2021
亚太地区托管式 SD-WAN 客户价值领导奖
新加坡年度最佳托管式安全服务公司

亚太商业内幕大奖 (APAC Insider Business Awards) 2021
年度通信集团 – 亚洲区

IDC MarketScape: 亚太通信提供商 SD-WAN 托管服务 2020 
(IDC#AP46973620)
领导者 – 新加坡电信

IDC MarketScape: 亚太下一代通信运营商 2020
领导者 – 新加坡电信

企业荣誉


